Financial Services Technology ConsortiunMonthly
Highlights D July 2008

Bank Technology Operations

At the July 24, 2008 Bank Technology Operations SCOM we discussed what the focus of the
SCOM would be for the remainder of the yeamely which subjectsattered most to the
members of the Standing Committee. Six topics were discussed.

Cloud Computing Cloud computing and related service and architectural innovations, such as
Software as a Service (SAAS), and Grid computing, represents the potenbatdofiked costs
and greater flexibility and spe¢d-market of new products, but it presents challenges in
governance, security and business continuity. General interest was expressed inuhik tdrea
suggested focus being better understanding dine following:

What is out there and available today

Understanding the use and business casles opportunities it presents for increased
revenue and reduced expense, and which applications are best suited for early adoption

Understanding the security@&governance issues and addressing them
Assessing where your company is with respect to the financial services industry.

Business Process Innovatieisiness Process innovation is another area the group expressed
interest in. Specific areas to investgatere:

Reducing paper and manual processing; e.d. doing for mortgages and loans, what we did
for paper checksproactive

Looking at changing the order of thingsg. preclear trades, then authenticate and check
for authorizations.

Moving to realtime proactive compliance, where we become more evaséd, with

reattime matching against policy, and in the process, driving down the paper used. Also
as we move toward unified communications and convergence of voice and data, we need
to treat voice and voemalil in the same manner as email and text with respect to
protection and privac®as part of our unstructured records management process.

Operational Risk Managemer®perational risk is another area of interest. Here, it was thought
that the focus shdd be on:




Better access control over HR and personnel information; loan, mortgage and account
information

Better classification of information

Better more disciplined identification of risks and linking these risk to business impact
analyses. In other wds finding better ways to manage risk, and helping to develop more
effective operational risk principles and methodologies that allow us to drill down into
our processes to find ways of greatly reducing risk.

Convergence of siloed processing systenss topic had been discussed about a year ago, but it
was felt that interest has increased in sharing as we each company has gained more experience
and a better understanding of the issues. It was felt that the sharing could start on discussing the
best way taapproach convergence of overlapping systems generically, and then over time we
might become more specific.

Greening of I'F Interest was also expressed in how to measure the energy efficiency, including
metrics and means of tracking energy uses. Most itapity there was interest the following:

Better understanding how you honestly calculate energy and reduction in green house
gases released

Developing a methodology for designing and improving data center energy efficiency
Introduction of metrics for tr&ing energy usage
Understanding how people are viewing and demonstrating success in this area.

ServiceOriented Architecture (SOA)There was also a renewed interest expressed in
collaborating in SOA domaispecific standards. Now that FIOs have gainae sxperience

and knowledge in SOA, the motivation would be to minimize the problems of interoperability
and security and privacy and to aid in sharing the data and transactions between distinct
networks or communities through greater standardizatiorrrofrtelogy and interfaces.

Financial Institutions could, through common standards web services, minimize the need to
customize its services to other industries web services initiatives.

The next meeting of the BTSCOM will be on Thursday August 21 at 3pth225 3050,
272373# and will focus on Business Process Innovations and the Greening of IT

If you have any questions about this SCOM, please contact Dan Schutzer,
dan.schutzer@fstc.or§17 338 6480

BusinessContinuity Standing Committee (BCSCOM)




PROJECT INITIATIVE UPDATE (summarized below):

A call for participation has been issued for the Resilient Enterprise: Benchmarking for
Maturity Project .

The resiliencymanagement approach angbporting Frameworkembod proven techniques
and methodologies developed over the last 20+ years by industry and government in
collaboration with Carnegie MellonOrganizations can use the resiliency management
techniques developed over the last fourygea manage operational rigecurity, business
continuity and compliance

The Project will allow participant organizations to collaborate with their peenseaiigncy
expertsto benchmark and improve their resiliency activities guided by the franke Details of
the deliverables and activities of the project are available at
http://www.fstc.org/projects/current/rmm.benchmark _home.php2id=13

ContactCharles Wallendr detais BCharles.Wallen@fstc.org

WE CONTINUE TO DEVELOP AND SHARE IDEAS ON:

Voluntary Preparedness Certification, Title IX component of H.R. 1 (Public Law 110-53)
“Implementing 9/11 Commission Recommendations Act of 2007”- DHS/FEMA recently
announced that the ANSI ASQ National Accreditation Board will oversee the accreditation and
certification requirements of the Voluntary Preparedness Certification program. R. David
Paulison was named as the FEMA |edficer who will oversee the program and the Private
Sector Preparedness Council. DHS/FEMA will be coordinating outreach to private sector
stakeholders on the preparedness program, standards, critenaleocoming months.

Below is a short highlight of activities in our Standing Committees:

Business Continuity Standing Committee (BCSCOM)

A regularBCSCOMmeetingwasheldon July 21stvia conference calHeather Blanchard,
Business Liaison Director in DHSO Private Sector CdficeBeck Marquis Deputy Director of
the Readiness Campaigrovidel information and resource suggestions that organizations can
use to increase BC/DR awareness in conjunction with National Preparedness Month in
September.Abby Wise of MasterCard described their Prepaeed Month prgram and
outlinedthe awareness/training benefits they have rehfizen past years preparedness program
activities.

Organizations can join the DHS Readiness Campaign get access to a variety of support materials
at http://www.ready.gov/america/npm08/intro.html

The nextBSCOM Meetingwill be held on August 2iat 1 ET onbridge line512-225-3050, 1D
42623 Notebthis meeting was rescheduled to a Thursday versus the usudaiyioreeting

day. The nextmeeting will bethe quarterly information sharingghere organizations are asked
share activities and issues of note to the Committee. The preliminarily topic list includes the




Midwest floods, Californidires andthe plannedrFall FSSCCCyber Exercise. Please contact
Charles Wallen with other topics or information that should be included in this meeting.

Payments Standing Committee PSCOM)

PROJECT INITIATIVE UPDATE (summarized below):

Mobile Technology Project
The project is infrastructudcused.The aim is to enable buildinghobilefinancial transactions
apdications that are

1. User friendly and compelling

2. Secure and private

3. Resilient

4. Efficient to operate and maintain

5. Flexible enouglto rapidly build new apps

6. .Minimizes the need to build and support still another separatdudiigin processing silo

Some highlights that occurred this month are:

- An interactive web site is has been set up and is being used as the project toordina
focal point (project members only). The site is developing into a robust depository of
information on mobile payments and the industry evolving around the growing mobile
channel.

- The project currently has 70+ individuals on its roster representarg30 organizations.

- Multiple news articles were published throughout the industry offering industry support
to the FSTC Mobile Project and its members. This includes an article published by Bank
Technology News featuring comments by several key proggticjpants.

- The Teams are focusing on organizing M1 (first project phase) efforts into organized data
to meet project deliverable targets. The Applications Work Group has generated 18
mobile payment use case summaries. The summaries are being reviayedtieffort
by Applications and Security Teams to include security perspectives. The Architecture
Team is organizing data assessing approximately 100 mobile technology solution
providers via a survey the team conducted, supplemented by team genefdesdqor
organizations who did not respond. The Network/Handsets team is finalizing
documentation on an in depth assessment of the top Wireless Carriers and Mobile Device
Manufacturers.



A special task force made up of volunteer members from all worlpgtowcoordinate

summarizing data collected and developed during the course of the first project phase.

- Several guest speakers are planned during the month of August to supplement research
efforts conducted to date through an organized interview process.

- American Express and Alcatelcent signed up for participation and will be joining the
transition effort from M1 into M2 (phase 1&2 of the project)

- A face to face meeting is planned in late September or early October to finalize the M1
exercise aa @ll as launch M2 which is anticipated to go into production around
November 1st .

- FSTC is still accepting team members into the project as we complete the first phase
(M1) and prepare to move into the next phase (M2) . Please cpmtadts@fstc.orgfor
information. JPMChase, and American Express were added to the ranks as our latest
participants.

- A meeting was held with representatives of the GSM organization regarding their

possible interface with the Mdé Technology Project.

FSTC is still accepting team members. Please cojtagitts @fstc.orgfor information.

Fraud Collaboration Project Phase 11

The focus of this project will be to:
1. To develop further etail on the fraud taxonomy created in phase 1
2. Defining and providing the benefits of rdahe collaboration and informatiesharing to
fight fraud and a supporting concept of operations
3. Standaresetting for supporting collection and d&taaring

Today here is some sharing of incident information, and on methodologies for detecting and
combating various fraud patterns, but this is not done on as timely and systematic basis as
envisioned in this project. It is believed that a more comprehensive and sinagigg of this

sort of information can produce important inputs not otherwise available, and in support of
identified cooperative activities in combating fraud will help make significant strides in the fight
against fraud. Activities this month with regp to this project includes:

- Jim Pitts gave a project overview presentation at the Global Concepts Check Forum
Meeting. The presentation was well received and has generated several new participation
inquiries.

- The current project roster includes 3dliinduals from 13 organizations

-  FSISAC presented a project participation offer to their membership in support of
FSTCOs efforts

- The first project production meeting is scheduled for August 21st

- Additional participation recruitment isongoing. Contact JittsRitjim.pitts@fstc.orgor
2147297287 for more information.

The payments SCOM held its regular monthly meeting on July 24th.



* The July SCOM featured a presentation from John Leekley, CEO and Ed McLaughlin,
Executive Director of RemoteDepositCapture.com . The presentation was an industry
update and overview focusing on opportunities, risks and recent developments in the area
of remote deposit capture.

« The next monthly SCOM meeting will be held on August 882pm ET at 51:225
3050 with a participant code of 272373.

RFID Special Interest Group

An RFID Workshopwas held inRockville, MD on July 2330, 2008

It included a review of existing processes used in the data center, and a discussion of tag number
and tag read requirements. Use cases were presented and demonstrations conducted. There was
also areview of middleware options. Actions coming out of the meetinlyided asking FSTC

to create a draft of recommendations to suppliers of RFID requiremepitejekt prospectus for

this initiative will be developed amdistributed to the RFID SIG members and Financial

institutions of the FSTC.

FSTC will resume monthly RFID SIG meetings for members or organizations that are in RFID
project on August 20, 20G& 2:00 PM ET. Agenda and call in number will be provided closer to
the meeting.

If you are interested in finding out more of any of the following, corkalch.Fricke@fstc.org

Security and Infrastructure Standing Committee

PROJECT INITIATIVE UPDATE (summarized below):

Records Management Compliance-Centric Architecture (CCA-RM) for unstructured data —
Project Definition Phase has been launched

FSTC has now completed the Odefinition pBa@hase Ofor this project. The Phase | project
formation meeting will take place in NYC on August'22008. Please contact
roger.lang@fstc.org you are interested in learning more and participating. ¥e lbeen
working incooperation withthe ABA and a numbesf our members including Citigoup,
Goldman Sachs, JP Morgan Chase, Comerica, Fidelity, University Bank, HSBC, PNC, CA,
IBM, several other leading edge technology vendors and Price Waterhousg<oop

The records management project will move forward in phases to establish common criteria,
describe business drivers, share use cases, desesbpracticesdlevelopanddefineleading

edge architecturadoncepts foa compliancecentricenterprisewide architecture, primarily
focused orunstructurecklectroniccontent.



Project members have access to the Records Management Project web site, including summary
documents, meeting minutes, discussion threads, and information from other important sources
Members share ideas, contribute directly to the project and share the cost. Sharing the effort and
cost greatly reduces the burden and effort and accelerates results, vs. driving independent
projects. This project is designed to help firms understdraterthey are in relation to other
members, and where they should be focusing their investment.

Federated Identity Assurance, “New ID”

In cooperation with Liberty Alance, The Clearing House, Citigip, Wells Fargo, and a number
of other members anassociate members, FSTC is planning a project formation meeting with
Liberty to take place in the Augusbeptember time frame. Identity assurance is now more
critical than ever. Please contastier.lang@fstc.arif you wish to participate. If you have
already done so in the past, please send a reminder/rsvp.

Secure SoftwareAssurance

The goal of this initiative is to continuously strengthen the security of financial enterprise
softwaresolutions. We have joed forces with BITS and now have the full support of Warren
Axelrod (formerly from the Bank of America) and will soon announce a joint meeting with a call
to action on this initiative. If you are still interested in participating, please contact
roger.lang@fstc.org

Security and Infrastructure Standing Committee Monthly Meetings

On August 1% at 1pm, please remember to call in to our monthly security scom meeting. The
call-in number is 5122543050, p/c 27283#. This month we will discuss current projects and
project formation plans, and our guest speaker will be Laura Mather from the Anti Phishing
Working Group. An announcement with slides will be sestrsvp to roger.lang@fstc.org.

If you are interegd in any of the following projects and initiatives, please contact Roger Lang:
roger.lang@fstc.orgr call 202389-3571.

Click hereto OPT OUT of future FSTC emailsegarding discounts and other promotions from
our partners.






